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* https://github.com/NCSC-NL/log4shell/tree/main/software

O log4j AX| & =2l(linux)

- dpkg —I | grep log4j
- find / -name ‘'log4j*

fusr/share/java/log4j-1.2-api-2.11.2.jar
fusr/share/java/log4j-core.jar
Jusr/share/java/log4j-core-2.11.2.jar

i = fusr/share/java/log4]j-jul-2.11.2.jar
/tmp/mozilla_ab/log4j.Jjava Jusr/share/java/log4j-over-slf4j.jar
Jtmp/mozilla_a@/log4j-1.]java Jusr/share/java/log4j-1.2-api.jar
Jusr/share/maven-repo/org/slf4]j/log4j-over-slf4j Jusr/share/java/log4j-over-s1f4j-1.7.25. jar

:/$ sudo find / -name 'log4j*'

[sudo] password for a:
/home/a/apache-1log4j-poc/log4j-rce.iml

<linux® M log4j EX| o7 =tel>

O log4j A% 0{& =l(Windows)

- window explorer?| AM 7|5 (log4j A= 0|&
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o =0
E.: Search [Z Markers [ Properties 4l Servers [#E Data Source Explorer
‘log<j* - 788 matches in workspace
Lt MAMNIFEST.MF
B E? File Search |2 i =2 freemarker-2.3.30
v Remote Search & 4 Task Search %" Git Searc| B i bermate valiator Sl
. : 1= jboss-logging-3.3.0.Final
Containing text: ‘DJJI i
= logdj-api-2.12.
|m = log4j-core-2.12.1
=2 logdj-jel-2.12.1
f& — i 7 — apw W Eour g = Servers
(* = any string, ? = any character, # = escape for literals: * 2 #) B it Ban valER LSRR 5
=2 struts2-config-browser-plugin-2.5.27
. T struts2-conventicn-plugin-2.5.27
File name patterns {separated by comma): &= struts2-core-2.5.27

= =2 struts2-dwr-plugin-2.5.27

<eclipse =19 '&7|" 7|52 0|835I0{ HM>

O &1 - 3= As =75 M-St YH

H
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* Grype : https://github.com/anchore/grype

* log4j2-scan : https://github.com/logpresso/CVE-2021-44228-Scanner
* AlyacLog4jScanner : https://blog.alyac.co.kr/4357
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Q5. AlH| L 2X|&l log4je| BT =0l FE2 FAVIR?

O log4j-core HT =2l (linux)
- dpkg —I | grep log4j
- find / -name ‘'log4j*

:/$ sudo find / -name 'log4j*' jl-'u-srr'j.-''_-'.r'rarej.f‘]:a\..raj.r‘log:i;?—1.2—3[_)11—2.11.2.jar‘
fsud()] nassword or o ,-'u_'-:r,fshars-:-,f:!avaflog4:_|—core.1ar .
/home /a/apache-10g4j-poc/log4j-ree.iml Jusr/share/java/log4j-core:2.11.2 jar

7tmp fmoztila. 26/ logh]. Java Jusr/share/java/log4j-jul-2.11.2.jar

; ) ! Jusr/share/java/log4j-over-slf4j.jar
Jtmp/mozilla_af/log4j-1.java Jusr/share/java/log4j-1.2-api.jar

Jusr /share/maven-repo/org/slf4j/log4]j-over-s1f4j Jusr/share/java/log4j-over-sif4j-1.7.25.jar

<linuxOl A log4j-core {7 =Ql>
O log4j AX| BT =&2l(Windows)

- window explorer®| M 7|5 (log4j AM)S O|2310] HH =0l
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O Java Spring Framework Maven AFE Al log4j7t AX|E BE2[ pom.xml

“log4j-core" 2 ZAM

7-IH=I
O

A3t “<version>AFR H F < version>" 22 20l

<1-- https://mvnrepository.com/artifact/org.apache.logging.logdj/log4j-core --=
<dependency>

<groupld>org.apache.logging.logdj</groupld>

<artifactld>logdj-care </artifactld >

<version Jfversion>
</dependency>

<log4j-core HM HE>
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- JAVA 8 : Logdj 2.16.0 HHE2Z AG0|E
- JAVA 7 : Logdj 2.122 HESZ AH0|E
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- CVE-2021-44228, CVE-2021-45046 : JndiLookup 222 E ZZ0AM HA
* zip —q —d log4j-core-*jar org/apache/logging/log4j/core/lookup/indiLookup.class
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O Java Spring Framework Maveng AMESH Qe 49 HAE HE 8 = MAKX], HA x{=tel

@ pomxmlS CHEat 20| 43

<dependency> <dependency>
<groupld>org.apache.logging.log4j</groupId> <groupId>org.apache.logging.log4j</groupId>
<artifactId>log4j-core</artifactid> <artifactId>log4j-core</artifactId>

<versioni2.16.0 fversion

<version»>2.14.1</version>
</dependency>

</dependency>

<pomxml It =7 >
@ mvn install
® ./mvnw dependency:list | grep log4j or sudo find / -name ‘log4j* £ ZE|AIH™ & X{=tOl

O gradieS AFBSHT U B2 HY e ¥ F XX, HY ol

®-1) build.gradled| A log4j2.version 2HO|E

ext[‘log4j2.version’] = ‘2.16.0’

@-2) Gradle EHZF X|&S AEdl= 8%

implementation(platform(“org.apache.logging.log4j:log4j—bom:2.16.0"))

@ ./gradlew dependencylnsight —dependendy log4j-core2 X4l ™ Of & X{=tol
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- https://rules.emergingthreatspro.com/open/suricata-5.0/rules/emerging-exploit.rules
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<« C & rules.emergingthreatspro.com/open;/su 0 B B = i F 3
alert http any any —> [$HOME_NEI$HIIP_SERYERS] any (msg: Bl EXPLOI | Apache [@@dj HLE Attempt (http Idap)

content:" 124 7hlindil3alldap|3a 2f 2f1"; nocase: fast_pattern; reference:url, lunasec.io/docs/blog/logdi—z logd) 1/34 A v X
classtypeiattenpted-admin: sid:2034647; rev:l: metadata-attack_tarset Server, created_at 2021_12_10, cve it

Internal, former_category EXPLOIT, signature_severity Major, tag Exploit, updated_at 2021_12.10;)}

alert http any any —> [$HOME_NET.SHTTP_SERVERS] any (msg:"ET EXPLOIT Apache |ogdi RCE Attempt (http rmi) (CYE-2021-44228)"; flow:established, to_server;
content =" |24 Thlindil3alrmil3a 2f 2f1"; nocase: fast_pattern; reference:ur!, lunasec.io/docs/blog/logdi-zero—dav/: reference:cve, 2021-44225;
classtypeattenpted-admin: =sid:20534648; rev:|: metadata‘attack_target Server, created_at 2021_12_.10, cve CWE_2021_44228, deployvment Perimeter, deployment
Internal, former_cateaory EXPLOIT, signature_severity Major, tag Exploit, updated_at 2021_12.10;

alert tcp any any —> [$HOME_NET.$HTTP_SERVERS] any (msg:"ET EXPLOIT Apache |ogd] FCE Attempt (tcp ldap) (CVE-2021-44228)"; flow:established,to_server;
content:" |24 Thlindi|3alldap|3a 21 2f|"; nocase: fast_pattern: reference:url, |unasec.io/docs/bloga/logdj-zero—day/: reference:cve,2021-44228;
classtypeiattenpted-admin: sid:2034649; rev:l: metadatazattack_target Server, created_at 2021_12_10, cve CWVE_2021_44228, deployment Perimeter, deployment
Internal, former_catesarw EXPLOIT. sisnature_severity Major, tas Exploit, updated_at 2021_.12.10:

alert teo any any > [§HOMFE NET $HTTP SFRYFRST anv (n=a:"FT F¥PIOIT idpache [nadi POF Attemot (teo o emid (CWF-PO21-442281°: flaw astahlished. tn sarvar:
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- SFEQIEUIZIS R QAIEURSHSME Setatatad(02-405-4911 ~ 5, certgen@krcert.or.kr)
- 'KISA QIE{H 2 SLIZFKICERT' ST O|X|(www.boho.orkr) — &8 R A1 — s§Z At

[EIAO|E]

O ESLat EEX]| : https://www.boho.or.kr/data/secNoticeView.do?bulletin writing sequence=36389
O Apache EQHAH|IO|E 34t : https://logging.apache.org/logdi/2.x/security.html

O CVE-2021-44228 F|2F H™E : https;//cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-44228

O CVE-2021-45046 F|Fd ™H : https;//cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-45046

O CVE-2021-4104 F| ™E : https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-4104

O Z|AHH CFREC : https://logging.apache.org/logdj/2.x/download.html

O HMZ=AME Fekh= XIZ 348 https://github.com/NCSC-NL/logdshell/tree/main/software

O EXI3H - https://rules.emergingthreatspro.com/open/suricata-5.0/rules/emerging-exploit.rules

O Logdj 2.122H{T CHR2EE : https.//archive.apache.org/dist/logging/log4i/2.12.2/
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[ httos/imww.boho.or.kr/data/quideView.dozbulletin wiiting sequence=36390 ]
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